
6 WAYS TO PREVENT CYBERATTACKS 
WHEN WORKING FROM HOME

Disable Bluetooth &  
Auto-connect Features

Follow All Company 
Policies on Device Use

Ask Questions & Seek 
Technical Support

Enable Multi-factor 
Authentication (2FA)

Don’t Use Free 
Public Wi-Fi

Stay Vigilant

This prevents cybercriminals from 
discovering your device and prevents 
you from connecting to phony 
“honeypot” Wi-Fi connections.

Don’t use personal devices for work, or 
a work device for personal use, unless 
it’s okay with your employer. Don’t use 
shared devices for work.

If you’re not sure about something, 
don’t guess at the solution; reach 
out to your employer for help.

If someone steals your password, 
2FA will prevent them from 
accessing your account.

Public Wi-Fi hotspots 
are notoriously 
insecure. Tether to 
your mobile phone’s 
data instead.

Don’t let your guard 
down. Follow the 
same cybersecurity 
protocols as you 
would when working 
from the office.

Because of the COVID-19 pandemic, employees around the world have transitioned to 
working remotely. Here’s how to stay cyber safe when your home becomes your office.
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